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EAST Search History (Prior Art) 



J— — ■ 


Hits {Search Query {DBs 


Default {Plurals 
Operator 


Time Stamp 


L1 


2 


{(("20030023865") or 
|("5892904")).PN. 


{ US-PGPUB; 

{USPAT; 

{USOCR 


OR 


{OFF 


2011/06/10 
00:17 


L2 


6074 {((713/187,188,193) or {US-PGPUB; 
{(726/24)). OCLS. {USPAT; 
{ {USOCR 


OR 


| OFF 


2011/06/10 
00:17 


L3 


725 |L2 and (file or program or {U&PGPUB; 
{code) near (modification or {USPAT; 
{difference or size) {USOCR 


OR 


Ion 


2011/06/10 
00:17 


[L4 


401 |L2 and ((detect or locate or 
{extract or map) near 
{(hidden or trojan or virus or 
{viral or steganographically 


{US-PGPUB; 

{USPAT; 

{USOCR 


OR 


{ON 


2011/06/10 
00:17 



{or steganographic or 
{embedded or 
{watermarked)) 



ipr [999" 


|L2 and ((file or program or 
{application or code) near 
^(fingerprint or signature or 
ijfragment or hash or MD5 or 
Idigest or checksum)) 


{U&PGPUB; 

{USPAT; 

lUSOCR 


[or 


|ON 


2011/06/10 
00:17 


| LB FTl9 


|L3 and L4 


{US-PGPUB; 
! USPAT; 
{USOCR 


iOR 


|ON 


2011/06/10 
00:17 


!{L7 {317 

|| § 

|| § 


p and L5 


{US-PGPUB; 

{USPAT; 

{USOCR 


{OR 


ION 


2011/06/10 
00:17 


|L8 {51 


|L6 and L7 


{US-PGPUB; 

{USPAT; 

{USOCR 


[OR {ON 


2011/06/10 
00:17 


|L9 {208 


{L2 and ((compare or 
{regenerate or recalculate) 
{near (hash or digest or 
{checksum or fingerprint)) 


{U&PGPUB; {OR ION 
{USPAT; | 

{USOCR | I 


2011/06/10 
00:17 


CD \ 


|L9 and L7 


{U&PGPUB; 

{USPAT; 

{USOCR 


[or 


ION 


2011/06/10 
00:17 


I'lTT {13 


{L2 and ((detect or locate) 
{near (hidden or stegano$)) 


{uspgpubT 

{USPAT; 
{USOCR 


[or [on 


2011/06/10 
00:17 
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|L12 


[22 


L2 and (detect near 
(program near (modification 
or trojan or malware or 
virus))) 

VII \-A \J Iff 


ID&PGPUB; 

lUSPAT; 

jUSOCR 


jOR 


ON 


^201 1/06/1 6 
|00:17 


[L13 




(hicks adj richardj.in. 


iUS-PGPUB; 

lUSPAT; 

jUSOCR 


pR 


ON 


1 2011/ 06/ 10 
|00:17 


114 


|l 


L13 and signature. elm. 


IU&PGPUB; 

lUSPAT; 

jUSOCR 


OR 


ON 


1201 1/06/10 
|00:17 


|L15 


|1 


L13 and (steganograph$). 
elm. 


i US-PGPUB; 
^USPAT; 
| USOCR 


OR 


ON 


1201 1/06/10 
00:17 


116 


!l 


(".dll" near file) and (virus jUS-PGPUB; |OR 
near detection) and (hash lUSPAT; ;| 
near comparison) jUSOCR i| 


ON 


1201 1/06/ i'6 
00:17 


117 


R 2 


(".DLL" near file) and (hash 
near2 comparison) 


jUS-PGPUB; 
| USPAT; 
1 USOCR 


OR 


Ion I2011/06/10 

00:17 


|L18 


[6074 


((713/187,188,193) or iUS-PGPUB; 
(726/24)). CCLS. iUSPAT; 

lUSOCR 


OR 


OFF [ 201 106/10 ~ 
00:17 


| LI 9 


|725 


ill 18 and (file or program or |U&PGPUB; ! 
code) near (modification or jUSPAT; 
difference or size) j USOCR 


|OR 


ION |201 1/O6/16 
00:17 


|L20 


1401 

| 


L18 and ((detect or locate 
or extract or map) near 
(hidden or trojan or virus or 
viral or steganographically 
or steganographic or 
embedded or 
watermarked)) 


IUS-PGPUB; ! 
^USPAT; 
| USOCR 


OR 


| ON 


12011/06/10 
00:17 


121 


[999 

| 


L18 and ((file or program or 
application or code) near 
(fingerprint or signature or 
fragment or hash or MD5 or 
digest or checksum)) 


j US-PGPUB; 
lUSPAT; 
I USOCR 


pR 


pN 


[20TT/O6/T0 
00:17 


122 


|119 


L19 and L20 


IUS-PGPUB; 

lUSPAT; 

|USOCR 


OR 


| ON 


1201 1/06/10 
00:17 


L23 


[317~~ 


'LT9'and L2i 


jUS-PGPUB; 

lUSPAT; 

lUSOCR 


OR 


ON 


|201 1/06/10 
|00:17 


|L24 


[51 


l22~ancT1_23™" 


[u&TOPUBr 
lUSPAT; 
I USOCR 


! 


ON 


[2oTT7o67To™~ 

00:17 
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|L25 


1208 

| 


L18 and ((compare or 
regenerate or recalculate) 
near (hash or digest or 
ifihpfiksum or finoprnrint^ 


jU&PGPUB; 

IUSRAT; 

jUSOCR 


jOR 


ION 


2011/06/10 
00:17 


;L26 


|29 


L25 and L23 


! US-PGPUB; 

IUSPAT; 

IUSOCR 


jOR 


|ON 


12011/06/10 
00:17 


127 




jLI 8 and ((detect or locate) |U&P3PUB; ; 
near (hidden or stegano$)) IUSRAT; 

|US0CR 




|ON 


ioTT/oi/To™ 

00:17 


|L28 


|22 


L18 and (detect near 
(program near (modification 
or trojan or malware or 
virus))) 


| US-PGPUB; 

IUSRAT; 

{USOCR 


pR 


iON 


|201 1/06/10 
00:17 


L29 


|34 


(hicks adj richard) .in. 


j US-PGPUB; 
IUSRAT; 
| USOCR 


|OR 


|ON 


1201 1/06/10 
00:17 


|L30 R 


L29 and signature.clm. 


I US-PGPUB; 
{USPAT; 
| USOCR 


|OR 


Ion 


1201 1/06/10 
00:17 


|L3i Ii 


|L29 and (steganograph$). 
elm. 


j US-PGPUB; 
I USPAT; 
I USOCR 


|OR 


ion 


12011/06/10 
00:17 


|L32 


[l 


jC'.dll" near file) and (virus ju&PGPUB; 
near detection) and (hash jUSPAT; 
near comparison) IUSOCR 


|OR 


[on 


12011/06/10 
00:17 




jCTou!"^^ j US RGPUir 
near2 comparison) ^USPAT; 

| USOCR 




|6n 


ibTiToiZiF™ 

00:17 


;L34 


|6074 


{((713/187,188,193) or 
|(726/24)).CCLS. 


I US-PGPUB; 

IUSRAT; 

{USOCR 


|OR 


|OFF 


2011/06/10 
00:17 


|L35 |725 


L34 and (file or program or 
code) near (modification or 
{difference or size) 


I US-PGPUB; 
IUSRAT; 
i USOCR 


|OR 


|ON 


2011/06/10 
00:17 


|L36 |401 


L34 and ((detect or locate 
or extract or map) near 
(hidden or trojan or virus or 
viral or steganographically 
or steganographicor 
embedded or 
watermarked)) 


iu&pgpubT 

IUSRAT; 
|U90CR 


|6r 


ION 


1201 i766/i6 

00:17 


;L37 


|999 


|L34 and ((file or program or 
application or code) near 
(fingerprint or signature or 
fragment or hash or MD5 or 
digest or checksum)) 


lU&PGPUB; 

^USPAT; 

IUSOCR 


Ior 


|ON 


^201 1/06/1 6 
00:17 
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|L38 


..... 


|L35 and L36 


IUS-PGPUB; 

IUSPAT; 

IUSOCR 


(or 


[on 


2011/06/10 
00:17 


L39 

Mo 

! 


|317 
|51 


L35 and L37 

pslir^T^ 


IUS-PGPUB; 

IUSPAT; 

iUSOCR 

[u&pgpubT 

IUSPAT; 
IUSOCR 


|0R 
jOR 


jON 

Ion 


2011/06/10 
00:17 

20W06/T0 
00:17 


i 1 A H 




|L34 and ((compare or 
{regenerate or recalculate) 
jnear (hash or digest or 
{checksum or fingerprint)) 


:i io ry^ni id- 

IUSPAT; 
|U90CR 




;UN 


^U1 1/Ub/lU 
00:17 


L42 


|29 


|L41 and L39 lUS-PGPUB; jOR 

IUSPAT; 

I jUSOCR | 


jON 


2011/06710 
00:17 


L43 


i'3 


IL34 and ((detect or locate) jUSPGPUB; |OR 

{near (hidden or stegano$)) IUSPAT; 

| jUSOCR | 


ION 


2011/06/10 
00:17 


144 




{L34 and (detect near 
(program near (modification 
or trojan or malware or 
Ivirus))) 


jUSPGPUB; OR 

IUSPAT; 

jUSOCR 

iu&ropuBTW™ 

IUSPAT; | 
^USOCR :| 


jON 

jON | 


2011/06/10 
00:17 

201^06/10 
00:17 


[[45"" 




(hicks adj richard) .in. 


|L46™ 





L45 and signature.clm. 


jUSPGPUB; 

jUSPAT; 

jUSOCR 


[or"" 


jON 


00:17 


|L47 :1 


IL45 and (steganograph$). 
elm. 


IUS-PGPUB; 

IUSPAT; 

IUSOCR 


|OR 


pN 


2011/06/10 
00:17 


|L48 fl |(".dll" near file) and (virus 
| jnear detection) and (hash 
| | jnear comparison) 


lUST^PUB;" 

IUSPAT; 

jUSOCR 


|ofP 


Ion 


26iiy06"/l6 
00:17 


IL49 |12 |(".DLL" near file) and (hash 
| |near2 comparison) 


IUSPGPUB; 

IUSPAT; 

IUSOCR 


[or 


pN 


201 1/06/10 
00:17 


|L50 


|6074 

| 


{((713/187,188,193) or 
(726/24)). OCLS. 


{U&PGPUB; 

IUSPAT; 

IUSOCR 


[or 


pFF " 


2oiT7o67io 

00:17 


L51 


[725 ™ 


{L50 and (file or program or 
{code) near (modification or 
{difference or size) 


Iust^gpubT 

IUSPAT; 
IUSOCR 


[or 


pN 


201 1/06/10 
00:17 
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p2 


\ 

i 


L50 and ((detect or locate 
or extract or map) near 
(hidden or trojan or virus or 
viidi or bieydiioyr dpniodiiy 
or steganographic or 
embedded or 
watermarked)) 


|USMPGPUB; 

jUSPAT; 

jUSOCR 




Ion™ - 


1201 1/06/10 
|00:17 


L53 


|999 


L50 and ((file or program or 

dppMOdtlOll Ol COUt;] ilt3di 

(fingerprint or signature or 
fragment or hash or MD5 or 

HinPQt or phppkQiim^ 


jUS-PGPUB; 

h IQPAT- 
lUOTnl , 

|US0CR 


OR 


jON 


1201 1/06/1 6 

jUU. I / 


L54 


|119 


L51 and L52 


Pj&pgpubT 

jUSPAT; 
IUSOCR 


OR 


Ion I2011/06/10 

| |00:17 


_ 


_ 


L5f'and"_" 


fu&PGPUBT 

jUSPAT; 

|USOCR 


OR 


loTT ~|2oTi7o67iF" 

00:17 


L56 


|51 


L54 and L55 


jUS-PGPUB; 

jUSPAT; 

IUSOCR 


OR 


ION |201 1/06/10 
| |00:17 


iLO/ 


sons 

| 


LOU dMO ^OOllipdlo Ol 

regenerate or recalculate) 
near (hash or digest or 
checksum or fingerprint)) 


:l IQ-PTIPI IR- 

^USPAT; 
|USOCR 


SOP. 


!ON [2011/06/10 
00:17 


|L58 


|29 


L57 and L55 


jUS-PGPUB; 

^USPAT; 

IUSOCR 


OR 


Ion 12011/06/10 

j |00:17 


[L59~ 


jl3 


L50 and ((detect or locate) jUS-PGPUB; 
near (hidden or stegano$)) jUSPAT; 

IUSOCR 


OR 


Ion !26?T/o67To"~ 

00:17 


;L60 
L61 


|22 

1 

34 


L50 and (detect near 
(program near (modification 
or trojan or malware or 
virus))) 


jUS-PGPUB; 

jUSPAT; 

IUSOCR 


sDR 
sUn 


|ON 


12011/06/10 
00:17 


(hicks adj richard) .in. 


jUS-PGPUB; 

jUSPAT; 

IUSOCR 


OR 


Ion !2oii/o6/io 

00:17 


L62 


ji 


L61 and signature.clm. 


jUS-PGPUB; 

jUSPAT; 

jUSOCR 


OR 


ION 


1201 1/06/10 
|00:17 


|L63 |1 


L61 and (steganograph$). 
elm. 


IUS-PGPUB; 

jUSPAT; 

IUSOCR 


OR 


| ON 


1201 1/06/1 6 
100:17 


fL64" " " |l" 


(".dll" near file) and (virus 
near detection) and (hash 
near comparison) 


Iu&pgrjbT 

jUSPAT; 
IUSOCR 


OR 


|ON 


[26T1/O6/16 
|00:17 
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|L65 

• 


?2 


near2 comparison) 


IU&PGPUB; 

IUSRAT; 

IUSOCR 


OR 


ION ^mV06/W~ 
| 100:17 


|L66 


2 


(( ;: 2bb30623865 :; )'or 
("5892904")). PN. 


lu&PGPUB; 
IUSRAT; 
h lonpn 

lUoUun 


OR 


|OFF 


2011/06/10 
00:17 


|L67 


6074 


((713/187,188,193) or 
(726/24)).OCLS. 


IUS-PGPUB; 

IUSRAT; 

IUSOCR 


OR 


| OFF 


2011/06/10 
00:17 


fL68 


7_1 


L67 and (file or program or 
code) near (modification or 
difference or size) 


lUSRAT; 
IUSOCR 


OR™" 


Ion"" i2WF/o6/To""" 

I |00:17 

I ! 


L69 

! 


401 


L67 and ((detect or locate 
or extract or map) near 
(hidden or trojan or virus or 
viral or steganographically 
or steganographic or 
embedded or 
watermarked)) 


pJ&POPUB;" 

IUSRAT; 

|USOCR 


or""" 


|ON I 

i 


2011/06/10 
00:17 


:L70 


999 


L67 and ((file or program or 
application or code) near 
(fingerprint or signature or 
fragment or hash or MD5 or 
digest or checksum)) 


IUS-PGPUB; 

iUSRAT; 

IUSOCR 


OR 


|ON 


2011/06/10 
00:17 


|L71 


T19 i 


L68 and L69 


IUSRAT; 
iUSOCR 


OR ' 


I ON 


2011/06/10 
00:17 


|L72 


317 


L68 and L70 


IUS-PGPUB; 

IUSRAT; 

IUSOCR 


OR 


ION 


2011/06/10 
00:17 


|L73 


51 


L71 and L72 


IUS-PGPUB; 

IUSRAT; 

IUSOCR 


OR 


|ON 


2011/06/10 
00:17 


! 1 ~7 A 


208 


L67 and ((compare or 
regenerate or recalculate) 
near (hash or digest or 

phppkQi 1 m nr finnprnrint^ 

1 COIaOU III \Jl IIIIVJdlJlllll.ll 


;US- PGPUB; 

IUSRAT; 

IUSOCR 


OR |ON 


2011/06/10 
00:17 


;L75 


29 


L74 and L72 


1 US PGPUB; 

IUSRAT; 

IUSOCR 


OR 


ION 


2011/06/10 
00:17 


[L76 - 


13 


L67 and ((detect or locate) 
near (hidden or stegano$)) 


Iu¥pgpubT 

^USPAT; 
IUSOCR 


OR 


]6n"""""""' 


00:17 


|L77 


22 


L67 and (detect near 
(program near (modification 
or trojan or malware or 
virus))) 


iu&roPUB; 

IUSRAT; 

IUSOCR 


or Ion 


_™_ 

00:17 
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L78 ' 


| 


(hicks adj richardj.in. 


IL&PGPUB; 

IUSRAT; 

IUSOCR 


OR 


[on 


|2oTi7o67iF" 

|00:17 


p9 




L78 and signature.cim. 


Ius^topubT 

IUSRAT; 
IUSOCR 


OR 


Ion 


|20T?/06/T0™ 
|00:17 


IL80 h 


L78 and (steganograph$). 
elm. 


{US-pGPUB; 
jUSRAT; 


|OR 


ION 


1201 1/06/1 6 
|00:17 


|L81 


h 


(".dll" near file) and (virus 
near detection) and (hash 
inear comparison) 


IU&PGPUB; 

IUSRAT; 

^USOCR 


|OR 


| ON 


1201 1/06/1 6 
100:17 


L82 




;(". DLL" near file) and (hash 
near2 comparison) 


IUS-PGPUB; 

IUSRAT; 

iUSOCR 


OR 


|ON 


12011/06/10 
00:17 


L83 


j6074~ 


{((713/187,188,193) or 
(726/24)). CCLS. 


IUSPGPUB; 

IUSRAT; 

iUSOCR 


OR 


I OFF 


2011/06/10 
00:17 


IL84 


|725™ 


L83 and (file or program or 
code) near (modification or 
difference or size) 


I US-PGPUB; 

^USPAT; 

IUSOCR 


[orT - ~ — ~ 


[on 


|2Wi7o6/T6 

00:17 


|L85 


Roi 


L83 and ((detect or locate 
or extract or map) near 
(hidden or trojan or virus or 
viral or steganographically 
or steganographic or 
embedded or 
watermarked)) 


IUS-PGPUB; 

jUSPAT; 

iUSOCR 


OR 


ION 


12011/06/10 
00:17 


|L86 


|999 


IL83 and ((file or program or 
application or code) near 
(fingerprint or signature or 
fragment or hash or MD5 or 
digest or checksum)) 


IUSPGPUB: 

^USPAT; 

iUSOCR 


OR 


|ON 

I 


2011/06/10 
§00: 1 7 


|L87 


Fhi 


|L84 and L85 


[u&fgpubT" 

IUSRAT; 
IUSOCR 


OR 


Ion 


|2oTT/b67Tb 

00:17 


L88 


|317 


|L84 and L86 


IUS-PGPUB; 

IUSRAT; 

^USOCR 


OR 


ION 


12011/06/10 
00:17 


L89 


|51 


|L87 and L88 


IU&PGPUB; 

IUSRAT; 

jUSOCR 


OR 


[on 


1201 1/ 06/1 6 
100:17 


L90 


|208 


L83 and ((compare or 
regenerate or recalculate) 
near (hash or digest or 

phppkQiim or finnprnrint^ 

Oil CuVOU III Wl IIIIUdLJIIIIlff 


IUSPGPUB; 

luSPAT; 

jUSOCR 


iOR 


ION 


[26T1/O6/16 
00:17 


L91 




Oo'ar^W"" 


PuspgpubT 

IUSRAT; 
IUSOCR 






|2oTi7o67i6 

|00:17 
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192 


| 13 


L83 and ((detect or locate) 
near (hidden or stegano$)) 


lUS^TOPUB; 

IUSPAT; 

jUSOCR 


OR 


[on 


2011/06/10 
00:17 


193 


|22 




L83 and (detect near 
(program near (modification 
or trojan or malware or 
virus))) 


• i \c\ rv~\i~ii in. 

;US- PGPUB; 

IUSPAT; 

jUSOCR 


pR 


pN 


2011/06/10 
00:17 


L94 


p 


(hicks adj richard).in. 


i'uS^PGPUB:' 
jUSPAT; 
^ USOCR 


OR 


jON 


'20lT/06/T6 
00:17 


L95 


|1 


L94 and signature.clm. 


j US- PGPUB; ; 
IUSPAT; 
j USOCR 


jOR 


Ion 


2011/06/10 
00:17 


L96 


|l 


L94 and (steganograph$). 
elm. 


Iu&pgpubT 

jUSPAT; 
| USOCR 


OR 


Ion"" 


00:17 


|L97 


[l 


(".dll" near file) and (virus 
near detection) and (hash 

i leal kaji i i[Jai ij\Ji i ) 


IUS- PGPUB; 
| USPAT; 
h JSOCR 


|OR 




20?l7067lT" 
00:17 


198 


R 2 


(".DLL" near file) and (hash 
near2 comparison) 


1 US- PGPUB; 
| USPAT; 
h IQDTR 

\\J\JKJ\jV\ 


pR 


|ON 


2011/06/10 
00:17 




[6074" 


'('(7i'¥i877l887l93) or 
(726/24)).CCLS. 


iu&PGPUBf' 
|USPAT; 
1 USOCR 


OR ; 


fOFF ; 


2011/06/10 
00:17 


|lToo""" 


| 


L99 and (file or program or 
code) near (modification or 
difference or size) 


IUSPAT; 
j USOCR 




Ion - ~i 


20TT/O6/T6"" 
00:17 


1101 


[401 


L99 and ((detect or locate 
or extract or map) near 
(hidden or trojan or virus or 
viral or steganographically 
or steganographic or 
embedded or 
watermarked)) 


j US- PGPUB; 
IUSPAT; 
1 USOCR 


OR 


ION 


2oTi7o6/To 

00:17 


1102 


|999 

| 


L99 and ((file or program or 
application or code) near 
(fingerprint or signature or 
fragment or hash or MD5 or 
difipst or nhpck^um^ 


j US- PGPUB; 
IUSPAT; 
1 USOCR 


PR 


pN 


2011/06/10 
00:17 


1103 


fl 19 


LJob^nTLToi 


[u&topubT" 

1 USPAT; 
I USOCR 




foTT 


___ 
00:17 


L104 


|317 | 


UbTan¥ubT™ 


pQs : PGPUB7~ 
IUSPAT; 
| USOCR 


OR 


Ion 


?oTi7o6/To"" 

00:17 


1105 


|51 


L103 and L104 


IUS- PGPUB; 

IUSPAT; 

IUSOCR 


OR 


pN 


2011/06/10 
00:17 
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|L106 

| 


§ ! 208 

\ 


L99 and ((compare or 
regenerate or recalculate) 
near (hash or digest or 
checksum or fingerprint)) 


• 1 1 t*\ 1 — 1 — \i 11 — \ 

iUS-PGPUB; 

IUSPAT; 

jUSOCR 


OR 


ION 


§201 1/06/10 
100:17 


[[107 




|L?06 and L104 


IUS-PGPUB; 

IUSPAT; 

lUSOCR 


OR 


pN 


i201 1/06/1 6 
100:17 


IL108 


1 13 


IL99 and ((detect or locate) |L&PGPUB; ; 
near (hidden or stegano$)) IUSPAT; 

|USOCR 


OR 


pN 


12011/06/10 
|00:17 


jL1 09 


§22 


L99 and (detect near 
(program near (modification 
or trojan or malware or 
jvirus))) 


IUS-PGPUB; 

IUSPAT; 

jUSOCR 


:OR 


:ON 


§201 1/06/1 0 
00:17 


| L1 10 


|34 


i(hicksadj richard) .in. IUS-PGPUB; 
! iUSPAT; 

j USOCR 


|OR 


pN 


2011/06/10 
00:17 


| lTiT" 


FT 


IU 1 6 and signature.cim. § ! US-PGPUB; 

IUSPAT; 
j USOCR 


OR 


Ion™ 


I26TT/O6/T0™ 
00:17 


L112 


n 


L110 and (steganograph$). 
elm. 


IUS-PGPUB; i 

iUSPAT; 

lUSOCR 


pR 


pN 


|2oii/06/io 

00:17 


| L1 13 


H 


|(".dll" near file) and (virus 
near detection) and (hash 
near comparison) 


IUS-PGPUB; 

IUSPAT; 

^USOCR 


pR 


ION 


12011/06/10 
00:17 






(".DLL" near file) and (hash 
near2 comparison) 


IU&PGPUB;' 

IUSPAT; 

lUSOCR 


OR 


[on 


|201 1/06/10 
00:17 


|[il5 


[6074 


|( ( 71 3/1 87, 1 88,1 93) or 
!(726/24)).CCLS. 


IUS-PGPUB; 

IUSPAT; 

[USOCR 


PR 


pFF 


201 1/06/1 6 
00:17 


L116 


|725 


L1 1 5 and (file or program or 
code) near (modification or 
^difference or size) 


IUS-PGPUB; 

IUSPAT; 

lUSOCR 


pR 


pN 


|201 1/06/10 
|00:17 


|lTT7 


[401 


L1 15 and ((detect or locate 
or extract or map) near 
(hidden or trojan or virus or 
viral or steganographically 
or steganographicor 
embedded or 
watermarked)) 


iuSTOPUB:'' 
IUSPAT; 
i USOCR 




Ion 


[20W06/T6 
00:17 


L118 


|~999 


L1 1 5 and ((file or program 
or application or code) near 
(fingerprint or signature or 
fragment or hash or MD5 or 
idigest or checksum)) 


IUS-PGPUB; 

| ! USPAT; 

lUSOCR 


pR 

1 


ION 


I261 1/O6/16 
|00:17 
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[l?19 


Tl9 


i 


IUSMR3PUB; 
jUSPAT; 
I USOCR 


OR 


{ON 


|2oTT7o6/To"" 

|00:17 


L120 "" 


317 


| L1 1 6 and L1 1 8 


[ust^pubT" 

lUSPAT; 
[USOCR 


OR 


{ON 


j2oWo6/To 

]00:17 


L121 


51 


IL119 and L120 


I US-PGPUB; 

luSPAT; 

jUSOCR 


OR 


ION 


{2011/06/10 
100:17 


L122 


208 


|L1 1 5 and ((compare or 
jregenerate or recalculate) 
jnear (hash or digest or 
Ichecksum or fingerprint)) 


• US- PGPUB; 
luSPAT; 
| USOCR 


pR 


|ON 


§201 1/06/10 
|00:17 


IL123 

! 
| 


29 


IL122 and L120 


I US- PGPUB; 
lUSPAT; 
j USOCR 


OR 


jON 


[201 1/06/10 
00:17 


L124 


13 


IL115 and ((detect or locate) 
jnear (hidden or stegano$)) 


IUS- PGPUB; 
j USPAT; 
j USOCR 


OR 


jON 


(2011/06/10 
00:17 


IL125 


22 


|L1 15 and (detect near 
j(program near (modification 
lor trojan or malware or 
Ivirus))) 


j US- PGPUB; 
| USPAT; 
! USOCR 


OR 


{ON 


I261I/O6/16 
|00:17 


| LI 26 


34 


|(hicksadj richard) .in. ^US-PG^l; 

[USPAT; 

I I USOCR 


OR 


[on 




|00:17 


p27~" 


_ 


{Li 26 and signature.clm. 


lU&PGPUB; 

j USPAT; 
| USOCR 


OR 


[6TT 


I2011/06/10"" 
00:17 


|L128 1 


|L1 26 and (steganograph$). 
jclm. 


j US- PGPUB; 
IUSPAT; 
j USOCR 


OR 


jON 


1 201 1/ 06/ 10 
00:17 


IL129 H 


j(".dll" near file) and (virus 
jnear detection) and (hash 
jnear comparison) 


j US- PGPUB; 
IUSPAT; 
j USOCR 


OR 


|ON 


12011/06/10 
00:17 




j(".DLL" near file) and (hash 
|near2 comparison) 


j US- PGPUB; 
luSPAT; 
! USOCR 


OR 


[on 


[2 0 TT7 0 6/ 1 0 

|00:17 


|U31 |l 

1 1 


|("20030023865").PN. 


!U& PGPUB; 

IUSPAT; 

IUSOCR 


OR 


[off 


[26T1/O6/T6 
100:17 
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